Osterman Research
WHITE PAPER

White Paper by Osterman Research
Published March 2022

Sponsore d by BlO-key International

curity in Fina
t 2022




Cybersecurity in Financial Services: Viewpoint 2022

EXECULIVE SUMMAAIY ... ciiiiiiiiiiiiiiniiiiiinniiiiiiesmisiiesmesssiinssssssisessssisssessssssssssssssssssens 3
KEY TAKEAWAYS ... eeiiiiiiiiiii ettt ettt e s e e ettt e s bt e e s atae e s bt e e sbbeessaeesssbeeessbaeasssneannnne 3
ADOUL THiS WL PAPEI ...ciuiiiiiiiiiieecte ettt ettt e e st e e s sab e e e sbaeastaeaenene 3

Financial Services: A Challenging Context.........ccccciiiiiiiiiiinnmmnnnnnniniiiiiiiiniinineeeeennee. 4

Financial Services Organizations are Under Cyberattack........cccccceeeeiiiiiiiniiiinnnnnnnes 5
(@Y o T=T = =T Lo O TPPPP 5
DAt BrEACKES .....ieuteeiieeiieeitt ettt ettt sttt ettt s bttt sat e st et sabesab et e sabesabeebeesanesabeeane 5
Threat Actors Masquerading As Financial Services Organizations ........c.cccceevveeencieeeniveeanne 6
Attacks That Bypass SECUrity ProteCtioNS........coccueiiiiiieiiiieiiiee et site e ssre e esree s sveeesene e e 7
Credential Stuffing Attacks To Break INto ACCOUNTS .......cccvveiueerieeiiecieecre e 8
RANSOMWAIE INCIAENTS ....eeeuviiiieriieeiii ettt ettt ettt sae e s et e sabesabeenbeesanesaneenne 8
Attacks Against ClOUd SEIVICES .....ccciiiiiiiiieiiieeiciee sttt se e e e ae e e b e e s sbeeesbaeeenene 9
Insufficient Security Practices At Supply Chain Partners........c.cccveevveecieeceeseeereesee e 9
Business EMail Compromise (BEC) ......ccccveecueerieesieeieesieeseeeireesseesesesseesseesssesseessessssesnseenns 9
Growth In Lending Fraud Due To ldentity Theft.........cccceeiieiienie e 9
Threats From The INSide .......cooeeveeniinnieenienieeieeneeeeeee ... 10
Lingering Reputation Damage With Slow Enforcements.........cccocveveeiieeceeneeccieeceeseenee, 11
Compromise of OAULh ACCESS TOKENS ......cccueeiiieiiecieesee sttt ste e sreereesaeesreeaeenns 11
Attacks Against Application Programming Interfaces (APIS) ......c.ccovevveevieeveenieeecieesieesnnen, 11
Denial Of SErVICE ATEACKS ...oviviiiiiriiriteiesecee ettt st et s besbesaenbeeaees 11
Compromise of FINANCIal SYSEEMS .....c.ueiiieiieeiiecie et reebe e sreeae e 11

The Regulatory ENVIroNMENt..........ciiiiiiiiiiiiiiiiinieneeiiiiiiiiiiinsesssssssssssssssssssnns 12

UNIEEA STALES .ttt et ettt esbe e sab e s bt e sanesabesbeesanesaneenne 12
UNted KINGOOM ....eiiiiiiciie ettt et e e s ba e e st e e e tb e e e sabeeesabaaasnnneas 13
Regulations in Other REZIONS .......ciiiiiiiiiiiiciiiceiee ettt s s e e e s eaeeeas 14

The Drive for Operational RESIHIENCE .......cvevvveeiicieeceeeeeeece e 14
Attractiveness of the Financial Services Industry as a Target for Attacks ............. 15
The Outlook for Threat Dynamics Against Financial Services .......cccccccccceiiiiiccennnns 16
Cybersecurity Solutions to CONSIEr ........ccccciiiiiiiiiiiiienenenniiiiiiiiiieniniieeeeesssseesssen 17

Cloud Security, Including Visibility And Vulnerability .........ccccooviiiiiiiiiiiiiicieccceeccieeee 17

Identity And Authentication For Employees And CUStOMErS .......c..eevvveeeiiieeniiieesiieeeineen, 18

Tackling OVErpriVilEZEA ACCESS....uiivviiiiiiie ittt ettt et e et e e stre e sre e e sbae e s streeesbeeesbaeessaeaeas 18

BOt MaNAgEMEBNT...cciiiiiiiieeieiiieee ettt srire e e s s et e e e ssbrae e e e sesbabeeeesessbraeeeessssseaeeens 19

Advanced Email Security to Protect Against Phishing, Malware, and BEC...........c.cccc....... 19

Vulnerability ANd PatChing .....cocviiiiiiiiciic ettt saae e s eaeeene 20

External Attack SUrface ManagemeNt .........ccvevveecreeieeiiie ettt re et 20

SeCcurity AWareNess TraiNiNG.....ccceccureeieririiieeeeeeniiiteeeeessitrreeeesssssrraeeesssssssneeesessssseseesssssnees 21

MaNAGEd SECUNILY SEIVICES ..vviiiiiiiiiiie ettt ettt et et e e st e e e ssbe e e s beeesbaeesnsaeaens 21

Security Automation, Encryption, and Information Governance Solutions ............cccceue..u. 21
Best Practices in Cybersecurity......cccciiiieeeeeeneiiiiiiiiiniiiiineeneneessssiieeeene 22

Review and Update Cyber Risk ASSESSMENT .....cccuviiiiiiiiiiiiiiiiieeciee et see e eeaee e 22

Strengthen Practices For Interacting With CUStOMErS ......cccveieiiiiiiiiiiiiieceeceeeeeaee e 22

Strengthen Risk Management Frameworks When Working With Third-Party Firms......... 22

Tighten Internal Risk Management PrOCESSES. .......cccuuieiiiieiiiieeniieesiieeesireeesieeesieeeseaeeens 23

Design for Repeated Disruption, NOt JUSt TESTING ....ccvevveerieeieeeieerree et 23

Cybersecurity Training is Good, Human Resilience is Better........ccccocevvvieeeviieeniieesineeenne 23
Lo T ol 113 T o N 23
Sponsored by BIO-key International...........ccccoiiiiiiiiiiireeeennniiiniiniiinnninnneeeesseeeene. 24

©2022 Osterman Research



Cybersecurity in Financial Services: Viewpoint 2022

Executive Summary

The financial services industry is under cyberattack with threat vectors including
data breaches, advanced attacks that bypass security protections, and
misconfigured cloud services. Regulators across the world demand a higher
standard of performance from financial firms, as do customers who require safe
access to their funds in an increasingly mobile and app-driven world. The industry
will remain a key target for threat actors due to money and identities being on
offer, along with opportunities for financial sabotage to cripple a country. Financial
services organizations must revisit the efficacy of current cybersecurity protections,
invest in new solutions to address emerging threats, and build a strong security
posture by following best practices.

The term “financial services organization” covers a wide range of organizations
including banks (central, retail, commercial, and internet), credit unions, investment
banks, insurance companies, and brokerage firms.

The financial
services industry
will remain a
key target for
threat actors
due to money

KEY TAKEAWAYS
The key takeaways from this research are:

¢ Financial services organizations are under attack from many sides
New entrant banks with new business models, the move away from in-person
banking, a complex ecosystem rife with legacy technology, and the rise of
cryptocurrencies creates a challenging context for financial services firms.

e Traditional cyberattacks are complemented by emerging ones

Data breaches, impersonation attacks, and insider misdeeds remain rife in the
sector. Emerging threats are being seen against cloud infrastructure, Saas,
cross-app access tokens, and application programming interfaces.

Highly demanding regulatory environment

Government and industry bodies have imposed significant cybersecurity
preparedness and reporting regulations on the sector, in addition to broader
data protection mandates. Regulators are also pushing operational resilience.

Threat actors find the sector alluring, and that is not expected to change
While there is money to be gained by illicit means, threat actors will keep
trying. Smaller gangs are after the money, but nation-state threat actors are
more interested in causing financial sabotage to destabilize a foreign enemy.

Solutions are needed to protect and defend the sector—and its customers
Cloud services must be better protected, identity and authentication
strengthened, and overprivileged access systematically reduced. Bots must be
stopped, email hardened, and employees better trained to detect threats.

Complement solutions with cybersecurity best practices

Start with an updated, context-rich cyber risk assessment for your organization,

along with improved risk management frameworks internally and externally.
Go beyond training and build human resilience to cope with cyberattacks.

and identities
being on offer,
along with
opportunities
for financial
sabotage to
cripple a
country.

ABOUT THIS WHITE PAPER
This white paper was sponsored by BIO-key International. Information about BIO-
key International is provided at the end of this paper.
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Financial Services: A Challenging Context

Traditional financial services firms are under tremendous pressure from many
directions. It is an industry under attack, and not just cyberattack. Factors that
make financial services a challenging sector include:

¢ New entrant banks with new business models
Fintech startups or neobanks offer digital-first or digital-only banking services.!
Customer interaction is through a website or mobile app, not a physical branch.
Fees are low, the technology platforms are new, and the product line tightly
focused. Their cost structure is very different from traditional firms with
decades of legacy technology, a broad portfolio of banking and investment
services, and an expensive bricks-and-mortar branch network to staff and
maintain.

e The move away from in-person banking
The value of the traditional face-to-face relationship between a banker and a
client is eroding rapidly as customers shift toward mobile and online
interaction. Having a branch network is looking more like a net negative when
customers have physical access to their banking services through a mobile
device wherever they are, and particularly so in the context of the health
pandemic which has seen customers unable or unwilling to visit a branch office.
There is increasing preference among customers for personalized mobile and
online experiences, and when a traditional financial services institution is too
slow to deliver, customers look at newer and more dynamic alternatives.

e A complex ecosystem rife with legacy technology
The global financial system relies on a complex ecosystem of financial
clearinghouses owned by a range of players, each with their own
interdependencies and access requirements. Technology standards, systems,
and exchange protocols were developed decades ago, and while modernization
activities are underway, legacy infrastructure remains embedded.

e The rise of cryptocurrency
Cryptocurrency platforms offer a decentralized means of storing and
exchanging value, and when valuations are increasing for this volatile currency,
crypto delivers financial returns that far outstrip what is available in a
traditional savings account. For example, the theft of 120,000 bitcoins in 2016
at a value of $66 million was worth over $4.5 billion when the Department of
Justice seized the stolen wallets in February 2022.2 No savings account will
deliver that kind of return, and both customers and cybercriminals are flocking
to the higher-risk markets in pursuit of outsized (or illicit) gains.?

In combination, these factors create a perfect storm for cybersecurity. ClOs, IT
directors, and CISOs face competing and urgent demands from multiple sides. New
technology is urgently demanded from the business to address elevated customer
expectations and deliver new products and services to market. Growing demands
from government and industry regulators leave little space for offerings that do not
meet the highest security standards from day one. Cyber insurance providers are
pulling back on cyber coverage, changing the risk calculus dramatically. Daily
cyberattacks and the immediate business, economic, and cyberthreats of the
Russian war on Ukraine complicate matters further. Prioritizing cybersecurity during
such a maelstrom relies on decision-makers with informed perspectives, clear
judgment, and the will to drive systemic change.

©2022 Osterman Research
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Financial Services Organizations are
Under Cyberattack

Cyberattacks come in many shapes and sizes. In this section, we look at the variety
of cyberattacks, cyber fraud, and security incidents of concern to financial services
organizations.

CYBER FRAUD

Digital fraud attacks such as identity theft and phishing against financial services
organizations increased 109% during early 2021, more than four times the cross-
industry average.* Not surprisingly, cyber fraud is the highest-rated concern among
banks about the global economy, with banks rating post-pandemic supply chain
issues and interest rate risk as lesser concerns.’

DATA BREACHES

Threat actors attempt to steal or compromise data held by financial services
organizations. In 2021, the industry had one of the highest rates of data breach
incidents (third highest in the United Kingdom, with healthcare in first place and
education and childcare in second),® with successful incidents due to multiple types
of attacks. For example:

e Hacking of a cloud service, e.g., Capital One
Capital One stored credit card application data in an Amazon Web Services
(AWS) account. An aggrieved ex-AWS employee wrote code to identify AWS
accounts with configuration weaknesses and was able to breach data on 100
million individuals who had applied for a credit card from Capital One over a
15-year period. Capital One was fined $80 million by the Office of the
Comptroller of the Currency for failing to establish and maintain effective risk
management processes before moving to the cloud.” Capital One also agreed
to a $190 million settlement in a class-action suit covering the breach.?

e Exploitation of an unpatched vulnerability, e.g., Punjab National Bank
Data leakage is the most common consequence of unresolved vulnerabilities in
applications.® An IT security consulting firm in India alleged that a major local
bank exposed the personal and financial details of its 180 million customers by
failing to resolve a known vulnerability in Exchange Server. The bank confirmed
the unpatched vulnerability but largely denied any unauthorized access.® In
the wider scheme of things, one study found that 43% of applications in the
finance and insurance sector were perpetually exposed during 2021 due to at
least one serious exploitable vulnerability.!

e Weaknesses in third-party processes, e.g., Ascension Data & Analytics
Ascension Data & Analytics, a data analytics company serving the mortgage

industry, contracted with a third-party firm to provide text recognition services.

The third-party firm stored Ascension’s documents in a cloud service with no
access controls, providing open access to 24 million records for one year. Logs
showed the data was accessed more than 50 times from computers apparently
located in Russia and China. Ascension performed no due diligence on the
third-party firm’s security practices before sharing personal and financial data
with them.!? The Federal Trade Commission (FTC) demanded that Ascension
bolster its security protections, including those extending to third-parties. One
Commissioner protested strongly that a harsher penalty should be levied.!?

©2022 Osterman Research
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e Weaknesses in internal security controls, e.g., First American Financial
A bug introduced in 2014 during a routine application update exposed personal
and financial data in 885 million documents at First American Financial to
unauthorized access by anyone with a web browser.'* In mid-2019, a third-
party analysis concluded that data on only 32 individuals had been breached,
yet another analysis in 2020 said 350,000 documents had been accessed
without authorization. The SEC fined First American $488,000 for failing to
maintain cybersecurity disclosure controls and procedures (under the
Securities Exchange Act of 1934 Rule 13a-15(a)),*> and the New York
Department of Financial Services alleged multiple charges under the New York
Cybersecurity Regulation (23 NYCRR 500), which provides for a much higher
level of compliance penalty.® Although the vulnerability had already been
discovered through internal testing, it had been misclassified as low risk and
left unaddressed.

e Theft of authentication tokens granted to third-party firms, e.g., Dave
Dave, a provider of a banking app in the United States, had data on more than
seven million customers stolen after hackers breached their systems after first
breaching the systems at a technology provider with which Dave had previously
worked. The breach used an old but still valid OAuth authentication token
that had been created for Dave.!®

e Abuse of overprivileged accounts, e.g., Desjardins

Just as abuse by bank employees of dormant financial accounts is a costly form Weak internal

of financial fraud,'° so is abuse of inactive user accounts (e.g., when the

account for a departed employee has not been deactivated) or unmonitored controls and lack
user accounts (e.g., when the actions taken by a current employee are not Of protections
monitored for excess access rights, unexplained behavior, or malicious action). . .

A high-performing but disgruntled employee at Desjardins, a bank in Canada, agamst malicious

accessed personal data on 9.7 million customers over a two-year timeframe.?°
While the employee did not have the access rights to the data warehouses employees results
containing the data, he could access the shared drive where copies of the data in COStly data

werg stor?d. The emp!oyee used scripts to create addlztllonal copies of the breaches.

confidential data on his work computer and USB keys.** Although trust was an
important value at Desjardins, the Office of the Privacy Commissioner of
Canada stated the bank needed better tools and greater vigilance to protect
against such internal threats. The lack of monitoring which allowed the abuse
of the overprivileged account cost Desjardins over $200 million to resolve.??

THREAT ACTORS MASQUERADING AS FINANCIAL SERVICES
ORGANIZATIONS

Financial services organizations are intricately intertwined with daily economic
rhythms, and threat actors seek to leverage the connection between consumers
and their bank for malicious ends. Phishing attacks against consumers are a
common approach by threat actors who masquerade as a financial services
organization. Thousands of people fall for phishing scams supposedly sent from
their bank every day.?® Data on the threat of phishing in the financial services sector
includes:

e Phishing and data breaches
Phishing has been implicated as the leading threat vector in 90% of data
breaches.?* The financial services sector is one of the most frequently targeted
industries—and often the top-targeted industry in any given year.

©2022 Osterman Research 6
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e Financial services brands are commonly impersonated for phishing attacks
For the first half of 2021, financial services brands were impersonated in 36.4%
of all phishing URLs. Commonly impersonated brands included Crédit Agricole,
PayPal, Chase, and Wells Fargo.? For phishing schemes focused solely on
financial payment system brands, PayPal, Mastercard, American Express, and
Visa represented 70% of such phishing attacks during 2021.2°

e $1 billion stolen in six months in England
Online bank fraud in England cost consumers $1 billion in the first half of
2021,%” earning the United Kingdom the title of “bank scam capital of the
world.”?® Avenues for this theft include phishing emails to steal bank account
credentials, phone calls impersonating the victim’s bank and the UK Financial
Conduct Authority, fake financial websites, and the theft of cryptowallets.

e $10.1 million lost in phishing scams in Singapore in one month for one bank
Customers of the OCBC Bank in Singapore lost a combined $10.1 million in
December 2021 when they responded to SMS alerts supposedly coming from
OCBC to alert of account irregularities. Almost 800 customers clicked the link in
the SMS alert and entered their internet banking account credentials, at which
point the fraudsters transferred funds out of their accounts.?® The bank
refunded all affected victims as a “one-off gesture of goodwill,” making the
phishing attack on its customers a costly one for the bank.

e Even people at cryptocurrency firms fall for phishing attacks . .
bZx, a crypto company, suffered a successful phishing attack against one of its Financial
developers in November 2021, resulting in the theft of $55 million in services brands
cryptocurrency.’® The developer opened an attached Word document that
contained a malicious macro, which compromised access to his crypto wallet are a common

and the wallets of other users. target for

impersonation
ATTACKS THAT BYPASS SECURITY PROTECTIONS . . g e
Threat actors are actively designing attacks that bypass security protections used by in phlShlng
organizations and individuals, such as multi-factor authentication (MFA). MFA has attacks.
been a key method of stopping phishing attacks from being successful in gaining
usable account credentials. Methods of bypassing protections include:

e Theft of session tokens to cloud services
Session tokens are created in a web browser to give and extend access to cloud
apps; they play a common enabling role in single sign-on solutions. If a threat
actor can capture a user’s session token, they gain access to the cloud service
in parallel to whatever the user is doing and even when the user changes their
password or gets a new authentication code. Session tokens offer persistent
access to a service for a set duration of time, often for as many as 30 days.
Detecting the theft and use of session tokens is challenging because the token
itself is legitimate and has been approved by an authorized user.

e Fake authentication pages added in front of a user’s real Saa$ applications
Man-in-the-middle attacks seek ways of capturing access to accounts or data
without the user being aware that someone else is surreptitiously involved.
Threat actors are increasing the sophistication of phishing attacks, for example
by giving the phished user access to their real Saa$S application at the end of the
phishing line, albeit after also stealing their credentials by using fake
authentication pages that look and feel just like the real ones. Falling for the
phish is less likely to ring alarm bells for the individual when they are presented
with their actual account rather than hitting a dead end or error page.

©2022 Osterman Research 7



Cybersecurity in Financial Services: Viewpoint 2022

e Growing use of phishing toolkits to bypass two-factor authentication (2FA)
Threat actors are making increasing use of toolkits that bypass 2FA protections
by capturing or intercepting the 2FA code or stealing the user’s authentication
cookie. A recent study found more than 1,200 phishing sites using approaches
that bypass 2FA protections, up from 200 sites only three years ago.3! Phishing
toolkits make advanced threat tools available to anyone.

CREDENTIAL STUFFING ATTACKS TO BREAK INTO ACCOUNTS

Data breaches cause immediate problems for the breached company and their
customers, but there is a longer-running problem too: they often expose valid
credentials for use in new attacks. With more than 15 billion credentials from over
100,000 data breaches available for sale on the dark web,3? financial services firms
face the threat of credential stuffing attacks. In these attacks, credentials
compromised from one site are used against another site to see if the user has
reused the same credential pair across multiple sites—a common approach by users
struggling to remember a plethora of passwords. Even for perfect applications with
no vulnerabilities, credential stuffing attacks work because the credentials are valid.
Financial services firms faced 3.4 billion such attacks in 2020, up 45% from 2019.33

Credential stuffing attacks rely on bots and automated scripts. Several types of
cybersecurity protections have proven ineffective at stopping credential stuffing
attacks, including web application firewalls, CAPTCHAs, and some types of MFA.3*

RANSOMWARE INCIDENTS

The past several years have witnessed the continued rise in the threat of
ransomware, the pivot toward attacking critical infrastructure, and multi-level
extortion designs intended to increase the likelihood of a payout to the threat
actor. In the financial services sector, the following is happening:

e Increasing volume of ransomware activity
In the first six months of 2021, the Financial Crimes Enforcement Network in
the United States Treasury saw an increasing volume and value of ransomware-
related activity in the United States, threatening the financial sector in the
United States, along with businesses and the public.3® The volume and value of
activity in the first half of 2021 were both higher than the equivalent activity
for all of 2020.

e Growth of ransomware attacks against banks
One study found that the banking industry experienced a 1,318% year-on-year
growth in ransomware attacks in the first half of 2021.3¢ By contrast, across all
sectors, ransomware grew by 148% in the first three quarters of 2021.37

e Growth of ransomware attacks against the wider sector
In the third quarter of 2021, financial services was the industry sector facing
the most ransomware attacks (22% of total) and the most advanced persistent
threat attacks (37% of total). Threats against the sector increased by 21% over
the second quarter.®®

e Ryuk a problem for financial services
The Ryuk ransomware variant was a particular problem for financial services
firms during 2020.3° Ryuk has been linked with nation-state threat groups and
is often used in attacks against larger organizations that are judged to have the
financial resources to pay a ransom.

©2022 Osterman Research
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ATTACKS AGAINST CLOUD SERVICES

Financial institutions are making increasing use of cloud services, with a growing
percentage of workloads expected to be hosted in the public cloud.*® Deployment
patterns include the use of multiple clouds, hybrid models combining on-premises
infrastructure and multiple cloud services, and use of the cloud services for
infrastructure, platform capabilities, and packaged services. Misconfiguration of
cloud services has been a significant threat in recent years, driving incidents such as
the Capital One data breach on AWS profiled earlier in this white paper.

The adoption of SaaS applications by financial institutions increases the footprint
for threat actors. Confidential, sensitive, and personal data types are being
entrusted to these applications, with avenues for compromise including exploiting
vulnerabilities in cloud services, capturing account credentials through phishing
attacks, hijacking session tokens, and moving laterally across connected SaaS
applications after an initial breach. SaaS applications are often owned by line-of-
business managers and not the IT department, which means the higher-security
disciplines that are trained into IT professionals are less likely to be understood and
managed by business owners. Unlike with on-premises infrastructure where
financial institutions bear the complete weight of ensuring a high security posture,
the shared-responsibility model divides security responsibilities between cloud
providers and the organization. The model threatens oversights, mistakes, and
finger-pointing, particularly when the organization holds onto a mistaken belief that
security is the cloud provider’s responsibility.*! Various financial institutions have
already failed to ensure their share of responsibilities is met, with examples of
access privileges being misconfigured or ignored entirely.

INSUFFICIENT SECURITY PRACTICES AT SUPPLY CHAIN PARTNERS

A data breach at a third-party firm can implicate an organization’s data, even when
due diligence on the security practices at the third-party firm has been undertaken.
For example, Debt-IN Consultants, a debt recovery firm that subcontracts to
financial services organizations in South Africa, suffered a data breach that
compromised personal and financial data on more than 1.4 million people in South
Africa sourced from its clients.*

BUSINESS EMAIL COMPROMISE (BEC)

Threat actors seek financial gain by compromising business email accounts and
conversation threads, attempting to commit invoice fraud, and masquerading as
customers ordering wire transfers to bank accounts controlled by the threat actors.
When a bank in the United States is targeted for wire transfer fraud, threat actors
request an average of $1.5 million.** In combination, successful business email
compromise attacks in the United States represent the costliest form of
cyberattacks against organizations in all sectors.**

GROWTH IN LENDING FRAUD DUE TO IDENTITY THEFT

The use of stolen or falsified personal and business identities when applying for a
loan—along with the increased use of mobile lending apps—is driving higher rates
of lending fraud. LexisNexis found that smaller banks and credit unions (with under
$10 billion in assets) along with digital lenders suffered losses of 6.9% of revenue in
2021 due to lending fraud, and larger banks with more than $10 billion in assets
faced losses of 5.9% of 2021 revenue.*® Fraudsters are using stolen personal and
financial data to apply for lending that results in funds being stolen from banks and
credit unions.

©2022 Osterman Research
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THREATS FROM THE INSIDE
Most financial services organizations also face cyberthreats from internal actors and
weak processes. Internal threats include:

e Lack of cybersecurity talent
Locating, hiring, and retaining experienced cybersecurity professionals is an
uphill challenge for organizations across all industry sectors—including financial
services.*® Essential tasks are more likely to be left undone or only partially
addressed when there are not enough people to build and maintain strong
cyber defenses, e.g., patching vulnerabilities, checking phishing alerts.

e Abuse of organizational position
When employees in trusted positions act with malicious intent within a bank or
credit union, they cause financial damage at minimum and business closure at
worst. This happened recently at a small credit union in the United States,
where the CEO opened multiple unauthorized credit cards in her name and
kept raising the credit limit. She alone had access to the credit card database
and manipulated the interest rates and monthly payments in her favor. The
$2.1 million she charged to the cards resulted in the closure of the credit union.
She was one of only three employees at the credit union, the board trusted her
entirely, and there were no checks and balances to ensure her actions were

appropriate.*’” The CEO was sentenced to more than four years in federal Employees
prison, followed by three years of supervised release including one year of ..
home detention.* unWlttlngly

e Insufficient data protection practices become active
Failure to design or follow strong data security practices—or assure they have participants ina
been followed—can result in breached or exposed data. Morgan Stanley, for
example, faced a class-action suit after its decommissioned computer CyberattaCk
equipment was found to contain the personal data of over 15 million when they fall to
customers.*® Morgan Stanley claimed the issue happened because of a .
software flaw. Insufficient data protection practices were also blamed for the recognize the
massive data breach at Capital One. Security teams often lack visibility across telltale signs Of
cloud services to know what data must be protected, and insiders can bypass .
traditional security controls by exporting data or copying files or databases. a securtty threat.

e Employees not sufficiently trained in security threats
Employees willingly, albeit unwittingly, become active participants in a
cyberattack when they fail to recognize the telltale signs of a security threat.
For example, a hacker breached personal data on more than seven million
users of the Robinhood brokerage app by calling the customer support line and
tricking a customer support employee into giving up their account credentials
to various customer support systems.>°

e Employees actively ignoring regulated communication duties
Financial institutions are required to archive and supervise the work-related
communications of employees. However, employees can easily bypass these
requirements by using unsanctioned communication and chat tools, such as
WhatsApp, personal email accounts, and Telegram. Regulators do not take a
positive view on such behavior; for instance, the Securities Exchange
Commission (SEC) and the Commodity Futures Trading Commission (CFTC)
fined JPMorgan Chase & Co. a combined $200 million in late 2021 for
widespread and systematic avoidance of surveillance responsibilities by using
WhatsApp and other unsanctioned platforms.>! Other banks are under
investigation by the CFTC too, including HSBC Holdings>? and Deutsche Bank.>?
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LINGERING REPUTATION DAMAGE WITH SLOW ENFORCEMENTS
Financial services organizations experience lingering reputational damage when the
fallout from significant data breaches takes years to resolve. Regulatory actions,
civil cases, and class-action suits are never resolved quickly, and the elongated
timeframes reinforce the awareness of previous failings. The settlement for a class-
action suit against Desjardins for the 2019 data breach was only proposed in
December 2021.%* Similarly, the 2019 data breach at Capital One resulted in
regulatory action after one year and the settlement for a class-action suit after
more than two years.

COMPROMISE OF OAUTH ACCESS TOKENS

OAuth access tokens provide connectivity across SaaS cloud apps, streamlining data
flows and simplifying cross-service integration for customers. The simplicity of
asking a user to approve an enduring set of rights is also attractive to threat actors.
Compromising an application, its data, and rights results from a user unknowingly
authorizing malicious OAuth connections after falling for a phishing attack or
downloading a compromised app. It also results when an authorized, legitimate
third-party party application is compromised—by exploiting a vulnerability, gaining
access through a phishing attack, or planting malware—and moving laterally into
customer environments, e.g., SolarWinds, Log4j. Since OAuth tokens are given valid
authorization by authorized users, the mere presence of an authorized connection
is an insufficient threat evaluation. Organizations need to take a nuanced, risk-
based approach to continually assess every connection.

ATTACKS AGAINST APPLICATION PROGRAMMING INTERFACES (APIS)
Modern applications publish APIs to enable system functions such as creating
accounts, requesting information, and initiating transactions. Threat actors like APIs
because they contain vulnerabilities that can be exploited to gain control of an
account and steal funds. A recent study documented a litany of API security issues
found in mobile apps provided by large and small financial institutions.>®> On a
broader scale, at least 75% of the total login attacks against financial institutions
seek to compromise APIs. Bots and botnets are prevalent in these attacks.

DENIAL OF SERVICE ATTACKS

Denial of service (DoS) attacks flood the servers at a targeted organization with
more traffic than they are set up to handle, resulting in applications and services
going offline. These may be launched to cause disruption or for financial gain. For
example, banks in Australia have been threatened with sustained DoS attacks if
they do not pay a ransom in advance,’® and New Zealand’s stock exchange (NZX)
was offline for over six days in August 2020 because of a DoS attack.’” The attack
against the NZX was part of a wider attack campaign against financial institutions
around the world.>®

COMPROMISE OF FINANCIAL SYSTEMS

Compromising a victim’s financial systems provides the opportunity for a threat
actor to create fraudulent transactions directly in the financial system. This type of
attack enables the threat actor to create a stack of fraudulent transactions over
time. Elephant Beetle, a threat actor group active in Latin America, is stealing
millions of dollars from victims in the financial services sector after breaking into
and establishing persistence in their financial systems.>®
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The Regulatory Environment

Across the world, the financial services sector is one of the most heavily regulated
industries, with controls imposed by governmental and industry bodies on many
aspects of operating within the sector. In this section, we look briefly at a sampling
of regulations touching on cybersecurity. This treatment is not exhaustive.

UNITED STATES

Cybersecurity regulations in the United States for financial services organizations
include requirements to capture and retain data, protect sensitive and confidential
data held on organizations and individuals, and develop a set of effective
protections against cybersecurity threats. Examples include:

e  SEC (Securities and Exchange Commission)
The SEC requires business communications of certain groups to be captured,
supervised, and archived. Electronic recordkeeping is permitted and there are
strict requirements around immutability and accessibility. The SEC does not
take kindly to firms deliberately circumventing data retention requirements.®°

e FINRA (Financial Industry Regulatory Authority)
FINRA requires that policies and controls are established over how data is . .
captured, managed, and protected. Firms must conduct regular assessments of Financial
cybersecurity readiness, actively monitor for insider trading (use of services is one of
unsanctioned communications apps can signal activities with nefarious intent),

and strictly retain certain business records for up to seven years, among others. the most hea‘”ly

e PCI-DSS (Payment Card Industry Data Security Standard) reg ulated
Organizations that accept credit card and debit card transactions must comply sectors, with
with the PCl standard, which focuses on how card and transaction data is

protected during transmission and storage. controls tmposed

e New York’s Cybersecurity Regulation by government
The Department of Financial Services in New York requires most financial and industry
institutions to enact a comprehensive cybersecurity policy, identify all internal .
and external cybersecurity threats, and have the right solutions in place to bodies.

defend against identified threats. Detection and recovery capabilities are also
required, along with regular reporting.

¢ NCUA (National Credit Union Administration)
Cooperative credit unions that are federally insured need to meet cybersecurity
regulations from the NCUA. Regulations cover areas such as developing a
comprehensive written security program (including confidentiality and integrity
of member records), reporting major incidents and disasters (that are projected
to disrupt member services for more than two consecutive business days), and
notification of data breach incidents.®! Federally insured credit unions undergo
a periodic review by the NCUA of their information security program; the
review must take place at least every 20 months.®?

e FFIEC (Federal Financial Institutions Examination Council)
The FFIEC offers guidance to financial institutions on a range of cybersecurity
topics in the spirit of raising awareness of cybersecurity risks and threats. While
its statements do not generally impose regulatory expectations, its materials
and approaches have become influential standards for financial institutions and
align with the regulations issued by its member agencies in the federal
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government, including the Board of Governors of the Federal Reserve, NCUA,
the Federal Deposit Insurance Corporation, and others.

e Reporting data breaches and cyber incidents within 36 hours
A new federal rule, effective from April 1, 2022, requires banks to disclose data
breaches and cyber incidents within 36 hours if they will disrupt or degrade—or
threaten to do so—the ability of the bank to perform banking operations or
deliver its products and services.®® Service providers to banks are required to
notify their bank customers of similar incidents as soon as possible.

e State-level data protection requirements, e.g., California, Virginia, Colorado
While not specific to the financial services sector, emerging state-level data
protection regulations in California, Virginia, and Colorado impose heightened
requirements on how the personal data of consumers is captured, stored,
protected, and used. Organizations holding covered data must extend certain
rights to data subjects.

Financial institutions are audited regularly, with cybersecurity readiness a key
assessment criterion.

UNITED KINGDOM
Cybersecurity regulations in the United Kingdom are concerned with similar threats
and risks as in the United States. Regulations focus on increasing the cyber

resilience of firms in the financial sector. Examples include: Financial
institutions are
PRA (Prudential Regulatory Authorit .
* (Prudential Regulatory Authority) audited

The overriding concern of the PRA is maintaining financial stability of the UK
financial sector. Cyberattacks are viewed as detrimental to reaching this regularlyl with
stability objective.5* A key focus is ensuring that banks and other financial N
institutions operating in the UK can continue to operate under the threat of Cybersecu"ty

operational disruption from cyberattacks. A second key focus is that firms are readiness a key

appropriately managing their third-party risk with cloud providers.%®
assessment

e FCA (Financial Conduct Authority) criterion

The FCA is focused on protecting consumers and the integrity of the financial
market.®® By implication, the FCA wants market participants to develop a
security culture, identify their information assets, and have protections and
recovery plans in place to mitigate cybersecurity incidents.®” Staff awareness of
cyberthreats is viewed as an essential component of a strong cybersecurity
posture, along with visibility into where data is stored and processed by the
firm itself and via third-party partners. Firms must carry out regular
cybersecurity reviews, be appropriately wary of cloud outsourcing agreements,
and ensure vulnerabilities in affected applications are patched promptly.5®
Firms must report data breaches and cyber incidents when loss of data,
availability, or control occurs.

e Data Protection Act
The Data Protection Act 2018 implements Europe’s General Data Protection
Regulation into UK law.%® Organizations are required to protect the personal
data of customers, extend a set of data rights to customers, and advise of data
breaches and cyber incidents that result in decreased system availability.
Organizations must establish controls on how personal data is used for profiling
and decision-making. Based on reports from organizations of data security
incidents, the financial services sector in the United Kingdom ranks as the third-
highest sector in terms of reported incidents. The sector also has the highest
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count for ransomware and access misconfiguration incidents and the second-
highest number of phishing incidents.”®

REGULATIONS IN OTHER REGIONS
Financial services organizations in other regions and countries are also subject to a
range of cybersecurity-related regulations. Three brief examples are:

e GDPR (European Union’s General Data Protection Regulation)
The GDPR offers cross-industry regulation on how personal data is captured,
stored, managed, protected, and used. GDPR elevates the rights available to
data subjects and significantly increases the administrative fines that can be
levied against organizations that fall afoul of its requirements. Data breaches
must be notified to the relevant data protection authority within 72 hours.

e Australia’s CPS 234 on managing information security risk
Released in mid-2019 by the Australian financial services regulator, CPS 234
sets standards for information security by covered entities.”* Requirements
include timelines for notifying the regulator of security incidents, the need for
controls over third-party suppliers, and ongoing threat and vulnerability
assessments, among others. The regulator intends to take an active approach
in assessing the efficacy of cybersecurity protections, too, rather than solely
relying on attestation.”?

e South Africa on data breach notification
Standard Bank of South Africa took nine days to notify customers affected by a
data breach of its online property platform. The Information Regulator in South
Africa ruled that nine days was too long, even though the Protection of
Personal Information Act specifies the reporting standard to be “as soon as
reasonably possible” rather than defining the number of hours or days within
which disclosure must happen.”®

THE DRIVE FOR OPERATIONAL RESILIENCE

Financial services industry regulators across the globe—such as the FCA and
partners in the United Kingdom, the Federal Reserve and partners in the United
States, and the Basel Committee on Banking Supervision—are driving an
operational resilience agenda across the sector.”* In the United States, operational
resilience is viewed as “the outcome of effective operational risk management
combined with sufficient financial and operational resources to prepare, adapt,
withstand, and recover from disruptions.””®

The growth in cyberattacks—especially ransomware against critical infrastructure—
has raised the risk of the financial system being rendered non-operational. If
financial applications are rendered useless due to distributed denial-of-service
attacks or unwanted encryption through ransomware, individual customers and the
economy at large are hampered at best or prevented at worst from completing
financial transactions. While financial resilience remains essential, which means
banks and other financial organizations having sufficient reserves to function
through lean times, the two types of resilience are increasingly intertwined. A
country’s financial system can be more easily destabilized by disrupting the
operational capability of its financial institutions and technology partners, either
due to attacks by malicious external actors or irregular and devastating events. Such
destabilization can be manipulated on a quicker and easier timeframe by threat
actors than waiting for the next cycle of systemic financial weakness to hit.
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Attractiveness of the Financial Services
Industry as a Target for Attacks

The financial services industry continues to be an attractive target for threat actors.
Reasons include:

e Money, money, money
Financial institutions hold and process vast sums of money, most of it
belonging to other people. Compromising transaction logic, gaining account
credentials for consumers with healthy bank balances, and diverting funds to
an account controlled by a threat actor all provide a rich payday.

e Potential for financial sabotage against a country
A successful cyberattack against a large financial institution has the potential to
cripple the financial system of a nation, with potential flow-on effects to the
wider global financial system. Non-operational financial systems quickly
impede economic activity, bring normal life to a standstill, and undermine
consumer and business confidence. Threat actors see the potential to inflict
rapid havoc on a nation by attacking the players in its financial system—a
strategy that was used recently to deter Russian aggression in its war against
Ukraine.”® Financial institutions shut down or otherwise compromised by a

cyberattack face high urgency to enact a quick resolution. Access to money,
e Valuable data for identity theft and subsequent attacks Sabotaging

Compromising data on customers provides up-to-date personal data for use in financial

identity theft and other attacks. Names, addresses, banking information,

contact details, and mortgage documents offer details that can be used in systems, and

|r.npfersonafc|on at_tempts. The sam.e underlying data can be used in phls.hlng and stealing data fOI‘

vishing (voice phishing) attempts intended to capture account credentials, . .

bypass multi-factor authentication controls, and steal funds from unwary 1dent¢ty theft are

customers. Industry regulations require banks to retain certain types of data for .
up to seven years, and banks themselves often choose to retain data for a lot key mottvators
longer. For example, Credit Suisse suffered a data breach covering more than fOI‘ threat actors.
18,000 bank accounts, including some dating from the 1940s.”’

e Rapid modernization risks undermining security posture
Established financial services firms are under competitive attack from fintech
startups, non-traditional financial services organizations, and new
cryptocurrency offerings. Established players are rushing to modernize
systems, create new products and services, and release updated account
offerings to reduce customer churn. Such speed, however, risks creating new
security shortcomings by releasing vulnerable applications, relying on cloud
services with insufficient security provisions, and not hardening systems and
processes sufficiently before releasing them to market.

e  Low-risk criminal activity, e.g., theft from the comfort of an armchair on the
other side of the world
Cyberattacks hold the potential for criminals to steal significant funds from the
relative safety of their home or office. They do not require trucks, dynamite,
firearms, fake passports, or a band of thieves with whom to collaborate. With
business email compromise attacks, the ideal scenario is that a falsified wire
transfer is executed with the money appearing soon thereafter in the criminal’s
bank account. And hopefully just in time for a morning jaunt to the local coffee
house.
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The Outlook for Threat Dynamics
Against Financial Services

The financial sector will remain a key focus for cyberattacks and cyber fraud. Some
threat actors unleash cyberattacks in pursuit of financial gain through malicious or
nefarious means; others seek to destabilize a country’s financial system.

The outlook we see for the financial sector is:

e Protect your data; someone else wants it
Financial services organizations hold valuable data on individuals, businesses,
and government agencies. This is not going to change. Compromising such data
enables threat actors to collect intelligence for direct attacks against victims or
to use up-to-date data to attempt various types of financial and lending fraud
against banks and insurance companies through identity manipulation.

e Protect your financial resources; other people want to steal them
Financial services organizations are the mechanism by which financial
resources are stored, transferred, and protected. This is not going to change,
although newer forms of currency will be added to the mix. Threat actors will
remain perpetually interested in gaining access to funds that do not belong to
them. Phishing and business email compromise attacks will continue, along
with threat actors impersonating and masquerading as trusted financial
services firms to bypass security protections and consumer awareness to steal
funds.

e Protect the availability and integrity of your systems; other people want to
undermine them
Financial systems, networks, and interconnections facilitate the economic
activities of individuals, organizations, and nations. Crippling or degrading the
performance of these systems holds interest for nation-state actors to inflict
economic pain and retaliatory pressure on other nations. For example, the
Reserve Bank of Australia takes the view that a successful cyberattack against a
significant financial institution in Australia is just a matter of time. There is so
much threat activity happening that it is all but inevitable.”

The potential of threats against financial institutions to undermine or destabilize a
country was writ large from the early stages of the Russian war on Ukraine. Several
financial sanctions were put in place against Russia, such as removing its access to
the SWIFT financial network.”® Fear of retaliatory attacks by Russia against financial
sector organizations across the world greatly increased, with federal and national
agencies warning banks, credit unions, and organizations across other sectors to be
in a state of heightened readiness to counter cyberattacks (e.g., CISA in the United
States®® and the European Central Bank for European banks.®!)

Finally, cyber insurance is getting more difficult and costly to secure, with insurers
ramping up premiums for much less coverage.®? The growth in successful
cyberattacks—particularly ransomware—has had a dramatic negative effect on the
profitability of underwriters, and hence they are rebalancing their risk
calculations.?? Firms in all sectors, including financial services, will need to ensure
they have the right technology solutions in place to counteract threats that
insurance coverage was previously used for.
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Cybersecurity Solutions to Consider

Financial services organizations have been increasingly under attack from cyber
threat actors, and this trajectory is unlikely to abate. Firms need to ensure they
have the right solutions in place to protect and defend themselves, their customers,
and the financial systems in which they participate. It is important to note that
solutions require people with an advanced understanding of how the parts of an
effective cybersecurity implementation work together. For this, management must
allocate funds, resources, and employee time to learn, understand, and think about
these intersections. Ongoing education is key, which involves more than just getting
a security certification.

In this section, we talk solutions.

CLOUD SECURITY, INCLUDING VISIBILITY AND VULNERABILITY
Ensuring the security of cloud services is critical as adoption increases.
Organizations across all sectors—including financial services—are increasingly
entrusting sensitive data to business-critical 1aaS platforms and SaaS applications.
These are complex systems with intricate functionalities, and designing,
implementing, and extending a strong security posture across these platforms and
apps is challenging. Financial services organizations benefit from specialized
solutions that identify and mitigate threats, harden security posture, and provide
early warning of vulnerabilities.

Cloud security solutions should highlight initial misconfigurations, risky connections,
questionable authentications, drift in configuration over time, and more. Specific
offerings to look for are:

e CASB (Cloud Access Security Broker)
CASB solutions monitor which cloud services users are connecting to, what
types of data are being stored in the respective services, and where
connections are coming from, among others. They give visibility that is
unavailable with traditional monitoring solutions and can enforce data security
policies for risky content and connections. CASB solutions provide an ongoing
assessment of the risk of each identified cloud service, thereby helping IT and
security teams to prioritize mitigation actions for cloud services.

e CSPM (Cloud Security Posture Management) and SSPM (Saa$S Security Posture
Management)
Security posture management solutions cover both cloud infrastructure
providers (CSPM) and SaaS solutions (SSPM). They provide ongoing visibility
into and analysis of the configuration of various laaS and SaaS services,
recommendations on how to harden the security configuration (e.g., by
removing access rights or reducing the access scope for an individual or group
of people), and alerts on changes in security configurations that undermine the
targeted posture. With the increased reliance of cloud offerings—laaS and
SaaS—having perpetual insight into security standing is critical. These solutions
seek to prevent the type of attack that proved so costly for Capital One.

Cloud security solutions leverage artificial intelligence (Al) and machine learning

(ML) models to analyze the behavior of users and data to detect threats such as
account compromise, malicious insiders, and the exploitation of vulnerabilities.
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IDENTITY AND AUTHENTICATION FOR EMPLOYEES AND CUSTOMERS
Move in the direction of fewer passwords and more biometrics for stronger
authentication processes for employees and customers. Uniquely identifying an
employee and ensuring the person supplying the authentication credentials is the
correct employee is doomed to fail with usernames, passwords, and even basic
forms of multi-factor authentication. Managed identity solutions where biometric
identification using fingerprints or facial recognition is tied to an identity provides
high-assurance authentication for employees doing their work, along with
cryptographic hardware keys used in combination with managed biometrics.

Financial services organizations need to strengthen identity and authentication
workflows for customers too, not just employees.?* Customers form an integral part
of the financial system; they access and interact with accounts and loan products,
and initiate standard and high-value transactions. Providing system access to
customers using only a username and password is an open invitation for
compromise, and stronger methods of authentication within mobile apps,
biometrics for multi-factor authentication, and zero-trust principles for detecting
abnormal device and network characteristics are essential. High assurance that the
person requesting access to an account or initiating a transaction is who they claim
to be is critical for avoiding fraud and loss. Dependence on basic 2FA approaches,
such as codes sent by SMS or email, should be eliminated in workflows granting
system access to customers because the protections originally offered by these
approaches are increasingly easy to break. There is an increasing digitalization of
the banking experience for consumers, driven forcibly by shelter-in-place and
lockdown orders during the pandemic and the closure of branch offices with the
further erosion of any remaining face-to-face relationship between bankers and
consumers. Developing stronger means of identity assurance is key to ongoing
customer interaction and banking experiences.

Identity and authorization must be monitored for hacking attempts, password-
spray attacks, credential dumping, and attempts to use stolen credentials. Cloud
security solutions offer capabilities for monitoring where authorization requests are
coming from, as do identity management solutions.

TACKLING OVERPRIVILEGED ACCESS

Any employee or contractor with access rights to data and systems that exceed
what is necessary for their work tasks poses a risk to a financial services
organization. This can result in data theft by a malicious employee, accidental
oversharing by an employee, or data theft by an external threat actor after
compromising an employee’s credentials. One survey found that 37% of companies
had detected overprivileged accounts in their environment, and 59% of the
companies said privileged account credentials had been successfully phished.®

Systems that monitor and analyze the access levels of employees (including
managers, executives, IT administrators, and contractors) to identify overprivileged
access rights enable early intervention to reset rights to a more appropriate level.
Such right-sizing reduces the likelihood that accounts with inappropriately high
levels of access exist, reduces access drift when rights are mistakenly extended, and
decreases the blast radius in the event of an insider attack or external breach.
Systems that tackle overprivileged access use Al and ML models to create a
normalized baseline of access rights for employees based on a reference group—for
example, a marketing analyst should have the same level of rights as other
marketing analysts in the marketing department. Deviations from the norm can be
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automatically adjusted or permitted to continue based on authorization from the
employee’s manager.

For individuals that require high levels of access to systems, Privileged Access
Management (PAM) solutions introduce additional safeguards. For example, rather
than turning on super-user rights continually on the account, the user requests a
time-limited or transaction-limited grant of elevated access which must be
approved, is audited, and is automatically revoked when the time has elapsed or
the transaction is completed.

Finally, overprivileged access also occurs when connections between apps, such as
OAuth tokens used widely in SaaS environments, are granted unwisely or
unwittingly to malicious actors. Use solutions to continually assess the intent of
OAuth connections, detect hidden threats, and harden security configurations.

BOT MANAGEMENT

Bots and botnets are harnessed by threat actors to enable cyberattacks including
distributed denial-of-service, credential stuffing, and API attacks. Bot management
solutions that identify, block, and mitigate bot traffic enable firms to prevent
downtime, protect customer accounts from opportunistic credential compromise,
ensure APIs do not disclose protected or sensitive data, and prevent the
introduction of malware to facilitate persistent access by threat actors. Bot
management solutions that stop bot traffic enable greater responsiveness for valid
customers, stop the creation of fake user accounts that can be used for subsequent
attacks, and prevent false transactions when credit card details are brute-forced.

ADVANCED EMAIL SECURITY TO PROTECT AGAINST PHISHING,
MALWARE, AND BEC

Protect your email system and the email communication channel from
impersonation, email-borne threats, and business email compromise attacks. The
following solutions strengthen protections in these areas:

e Scan messages, attachments, and links for malicious content
Email is a very common channel for delivery of malicious threats, with
attachments and embedded links particularly pernicious. All inbound content
should be scanned for the presence of threats, as should messages sent
outbound to capture threats sent from compromised accounts or devices.
Vendors of email security solutions seek to differentiate themselves based on
features such as catch rates, levels of analysis (i.e., recursively unpacking and
examining each individual component in a message or embedded attachment),
and link scanning on use to capture post-delivery weaponization that is missed
if link scanning is performed only on initial delivery.

e  Ensure SPF, DKIM, and DMARC are set up and aligned
Three basic Internet standards are available to protect email systems from
impersonation, spoofing, and use for phishing attacks against other
organizations. SPF (Sender Policy Framework) specifies the email hosts that are
trusted to send email for a domain. DKIM (DomainKeys Identified Mail) signs
messages using cryptography to assert validity. DMARC (Domain-based
Message Authentication, Reporting and Conformance) states what
organizations should do when receiving messages with suspicious attributes
and includes reporting options for identifying fraudulent message flows. In
combination, these controls increase the authenticity of the email channel.
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Making changes to these controls normally requires updating DNS records, but
there are newer and more dynamic approaches that simplify the configuration.

e Track potential brand abuse
Misuse of brand names enables threat actors to masquerade as a trusted
financial entity, for example, by registering the same domain name with a
different extension or slightly different spelling to create a lookalike domain
name or registering a new domain name that sounds like a trusted domain
name. Use domain monitoring services to track and alert on the creation of
domain names that could be used in attacks against customers.

e Monitor cloud email services for vulnerabilities
Firms using cloud email services, such as Microsoft 365, should monitor for
vulnerabilities in configuration and usage. This includes the use of legacy
authentication protocols, legacy email standards for accessing messages (e.g.,
POP and IMAP), the creation of mail forwarding and deletion rules (which often
happens when a threat actor takes over an employee’s inbox), and forwarding
email to personal accounts. SaaS Security Posture Management (SSPM)
solutions provide visibility to identify and rectify such vulnerabilities.

VULNERABILITY AND PATCHING

Unpatched applications send an “open for compromise” signal to threat actors.
Reducing the breadth and frequency of unpatched applications is a key strategy for
reducing data leakage and data breaches. Systems that monitor for new
vulnerability advisories from application vendors, match advisories against a real-
time catalog of deployed applications and versions, and offer a prioritized list of
patches to deploy give financial services organizations the data needed for keeping
their application landscape up to date. Automated patching helps to reduce the
elapsed time between identification and mitigation of a vulnerability, and virtual
patching solutions protect applications from potential security threats while the
vendor develops and tests an actual patch.

EXTERNAL ATTACK SURFACE MANAGEMENT

Threat actors conduct reconnaissance to find unpatched vulnerabilities,
unprotected data, and exposed ports for remote access into a targeted victim’s
network and cloud data repositories. External attack surface management solutions
provide financial services organizations with the ability to consistently audit and
assess weaknesses in systems and cybersecurity controls. These solutions detect,
identify, categorize, prioritize, mitigate, and address weaknesses directly or through
notification to the security team. Security posture is continually assessed as vendors
advise of new system vulnerability, new SaaS and IT systems are added by business
units, and merger and acquisition activity brings new networks and risks into the
wider security remit.
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SECURITY AWARENESS TRAINING

Employees in financial services organizations hold the keys to important financial
systems. If a threat actor can compromise an employee through a phishing, vishing,
smishing or business email compromise attack, then credentials and funds can be
stolen. Employees need regular training on the warning signs of cyberthreats,
common social engineering tricks, and best-practice security hygiene to reduce the
likelihood of a successful attack.

Best-in-class security awareness training programs include assessment methods in
addition to training content in order to gauge the efficacy of employees at detecting
and mitigating attacks. Employees or groups of employees showing low efficacy
despite recent training interventions can be offered additional training, stronger
process protections, and better security technologies. If employees refuse to follow
security policies, reassess ongoing employment status.

MANAGED SECURITY SERVICES

Managed security services offer a pathway for firms to gain access to advanced
security services, address the severe shortage of cybersecurity talent, and add
layers of prevention and detection to increase overall security posture. Some
services offer a comprehensive collection of services—including Managed Security
Service Providers (MSSPs) and Managed Detection and Response (MDR) services.
Other services take a narrower but specialized focus to complement internal regular traim'ng
activities with specialist external services, such as protection against DDoS attacks. on the warm'ng

Employees need

SECURITY AUTOMATION, ENCRYPTION, AND INFORMATION stgns Of

GOVERNANCE SOLUTIONS cyberthreats,

Financial services organizations should consider a range of other cybersecurity common social

solutions to improve their security posture. These include: . .

engilneering

e Security automation for triage and response tricks. and best-
Security teams are frequently overworked and under-resourced, resulting in ' .
security alerts remaining unaddressed. Security automation solutions offer practtce securtty
tools for triaging alerts to assign relative priority, playbooks to follow hygiene.

automatically when responding to certain types of threats, and aggregation of
isolated alerts into more comprehensive and cohesive cases. Security
automation solutions decrease the amount of manual effort required by
cybersecurity professionals to rise above the noise.

e  Strong data encryption
Modern cryptographic solutions enable data to be encrypted when stored,
when in transit, and when in use. Designing the use of strong encryption into
financial systems and apps means that cleartext data is not accessible by
internal or external threat actors.

e Information governance solutions
Many regulations require that data is retained securely for a certain timeframe
and protected from unauthorized access, modification, and deletion.
Information governance solutions enable retention policies to be defined and
enforced on data across multiple repositories, with automated or on-approval
deletion of data after the required timeframe has elapsed. Minimizing the
retention of older data reduces the data footprint available for breach.
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Best Practices in Cybersecurity

Readiness to handle cybersecurity threats requires a healthy mix of the right
technology, attentive and well-trained people, and strong processes. In this section,
we look at a range of practices that combine and leverage all three factors.

REVIEW AND UPDATE CYBER RISK ASSESSMENT

While financial services organizations have common attributes and must comply
with a range of similar regulations, each firm faces a different set of specific
cybersecurity threats, risks, and concerns. Broad and general guidance, as outlined
in this white paper and other sources, is good for sparking a reconsideration of
cyber risk but not for enumerating the specific risk context of a given firm. Leading
such a review is the responsibility of the Chief Information Security Officer (CISO) or
someone holding an equivalent role.

Every organization acting in or supporting others in the financial services sector
needs to review and update their assessment of cyber risk. Specifying the steps in
undertaking a cyber risk assessment is beyond the scope of this white paper, and
there are enough risk assessment checklists by government agencies and industry
regulators that doing so is unnecessary. The best practice we call out is to ensure
your cyber risk assessment is current, comprehensive, and relevant to your
organization.

STRENGTHEN PRACTICES FOR INTERACTING WITH CUSTOMERS
Customers of financial services organizations are also under attack, with threat
actors leveraging valid communication channels for malicious purposes. Examples
include phishing emails purporting to come from their bank, telemarketing calls to
“warn” of suspicious account activity, and account checkups to “gauge satisfaction”
with banking products. When customers find it increasingly difficult to differentiate
valid email messages and phone calls from malicious ones, problems escalate.

All financial services organizations should revisit how customers authenticate with
their financial products and how financial institutions contact customers about their
accounts. Newer and stronger methods of assuring the authenticity and integrity of
communication channels are essential to avoid lost funds, compromised personal
data, and degraded trust with financial providers. The growing availability of
biometric controls built into smartphones and mobile devices is increasing
awareness among customers of newer forms of authentication.®®

STRENGTHEN RISK MANAGEMENT FRAMEWORKS WHEN WORKING
WITH THIRD-PARTY FIRMS

Third-party compromise and supply chain incidents are casting a more significant
shadow over financial services organizations, as we have highlighted in this white
paper. Yet, working with third-party firms is here to stay because they offer cost
and process efficiencies that are unattainable using in-house resources and
systems. What can change, however, is to shift away from loose data security
arrangements when contracting with third-party firms and to enforce proactive
systematic auditing procedures to identify areas of weakness and vulnerability
before a threat actor does. Such an approach relies more stridently both on
attestation by the third party of good security practice and audited compliance.
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TIGHTEN INTERNAL RISK MANAGEMENT PROCESSES

While most financial services organizations have strong internal risk management
processes, several recent cybersecurity incidents have pointed to critical
weaknesses remaining unaddressed for too long. For example, internal security
reviews at both First American Financial®” and the Reserve Bank of New Zealand®
identified weaknesses months before the vulnerability was publicly disclosed (First
American) or exploited (Reserve Bank of New Zealand). Both institutions had the
opportunity to resolve the issue in advance of a breach, but neither assigned
sufficient priority or resources to doing so.

It is worth asking the question again: what critical issues have our internal
processes highlighted that have not been resolved yet? For added assurance,
commission an external review of the current internal risk management process to
uncover systematic weaknesses in the identification and prioritization of risks.

DESIGN FOR REPEATED DISRUPTION, NOT JUST TESTING

The increasing drive to ensure operational resilience in the face of relentless
cyberthreats means that financial institutions must think beyond scenario planning
to how systems are designed to embrace systematic disruption. Concepts from
earlier generations of failover, disaster recovery, and redundant network
connections can be leveraged to create resilient systems across hybrid and multi-
cloud platforms. Firms should be systematically but unpredictably creating points of
failure and disruption in their systems to ensure resilience is a reality. Practicing for
real-world disruption using software-defined networking and system failover
techniques enables higher assurance than annual scenario testing will ever offer.

CYBERSECURITY TRAINING IS GOOD, HUMAN RESILIENCE IS BETTER
Addressing the people factor is an integral part of increasing cyber resilience in the
financial services industry. People with inadequate training, awareness,
competency, and skill to deal with stressful cybersecurity incidents will hamper
recovery efforts. Intentional and proactive exposure of key people to systematic but
unpredictable disruption builds the mental, physical, and emotional resilience to
respond appropriately when facing the heat of an actual event. Financial services
institutions will benefit from embracing the training, simulation, and scenario
practices used in the military to build human resilience.

Conclusion

Financial services is too important a sector to leave unprotected from enduring and
emerging cyberthreats. Organizations in the sector must take warning from the
changing nature of threats, assess the next wave of weaknesses and vulnerabilities,
and implement solutions and best practices to protect and defend themselves, their
customers, and the wider financial system.
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Sponsored by BlO-key International

BIO-key is a trusted provider of Identity and Access Management (IAM) and
Identity-Bound Biometric solutions that offer an easy and secure way to
authenticate the identity of employees, customers, and suppliers while managing
their access across devices and applications.

Over 1,000 global customers, including the federal government and 200+ higher
education institutions, trust BIO-key PortalGuard IDaa$, an award-winning IAM
platform, to reduce password-related help desk calls by up to 95%, eliminate
passwords, secure remote access, prevent phishing attacks, and improve
productivity for the IT team. PortalGuard provides the simplicity and flexibility
required to secure the modern digital experience with options for single sign-on,
self-service password reset, and multi-factor authentication, and is the only IAM
platform to offer Identity-Bound Biometrics.

Backed by decades of expertise, BIO-key has a proven track record of successful
IAM project delivery and strong customer relationships.

Learn more at www.BIO-key.com.
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